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DATA PROTECTION – WHAT 
ELECTED MEMBERS NEED TO KNOW



ABOUT ME..

 Independent consultant: advice, implementation, 
training

 Chartered Director

 Company Secretary

 Member of two charity boards

 Private, public, NFP sector clients

 Formerly of Coillte  



PERSONAL DATA AND PRIVACY 

 A more connected world, creates great 
opportunities… medicine, news, travel, 
services

 Data is the new …….

 Dominance of big tech

 If you’re not paying for the product …..

 Challenges to democracy and civil liberties

 The end of privacy?

Privacy

Security Convenience



IN TODAY’S TRAINING…

Overview of GDPR
What is it and why does it 
matter? 

Seven Principles of 
Data Management 

Your Role as a Data 
Controller

Data Subject Rights 

For Elected Members

Office Management

Campaigning

Making Representations



MAINTAINING SECURITY AND CONFIDENTIALITY 
Because of GDPR I can no 

longer call out your names. Will 
the gentleman with piles come 

in please?



GDPR - REMINDER

 An EU Regulation (2016/679) adopted on 27 April 2016 on
 The protection of natural persons with regard to the processing of personal data and

on the free movement of such data….

 Designed to protect European citizens and residents by safeguarding personal data
that we provide to public authorities, companies, charities etc.

 Applies to all organisations public, private, non-profit

 CAME INTO FORCE IN EU AND EEA ON 25 MAY 2018

 Complemented by Data Protection Act 2018. This Act makes specific reference
to public representatives, election literature and representations.

 Significant penalties for non-compliance including up to €20m or 4% of global
turnover



QUICK HISTORICAL BACKGROUND AND CONTEXT

 The right to privacy is a fundamental human right recognised in the European Convention on Human 
Rights (1950) 

 Article 8 says: 

1. ‘Everyone has the right to respect for his private and family life, his home and his correspondence’

2. ‘there shall be no interference by a public authority……..national security, public safety, economic 
wellbeing of country etc.’

 Major shift in how we think about data and the value of it with the emergence of technology

 Interesting that purpose of early data protection and privacy conventions was to protect citizens 
privacy from the State whereas now a whole different set of issues has arisen from data being 
controlled by private interests  

 First Data Protection Act in Ireland in 1988 so not new, however GDPR seriously ‘ups the stakes’  



UNIQUE POSITION OF ELECTED REPRESENTATIVES 

 Role of elected representatives is recognised by the Data 
Protection Commission as playing an extremely important 
function in a free and democratic society

 Specific provisions in Data Protection Act 2018:
 Section 39 deals with communication with data subjects by 

political parties, candidates for and holders of certain elective political 
offices 

 Section 40 deals with representations by elected representatives 



DPC & LGMA REFERENCE DOCUMENTSWe’ll return to this later



IMPORTANT TERMS AND KEY PLAYERS



IMPORTANT TERMS …….

 Personal Data: any information relating to an identified or identifiable natural 
person (the data subject) 

 Special Categories of Personal Data: data on racial or ethic origin, political 
views, religious or philosophical beliefs, physical or mental health, sexual orientation, 
sex life, trade union association, genetic data, biometric data

 Processing: any operation or set of operations which is performed on personal 
data or on sets of personal data – either manually or automated 

Consider: 
What personal data including special categories of personal data are you likely to process in your 
capacity as an elected representative? 

Why are you processing this data? How did you get it?  Where and for how long will you keep it? How 
will you secure it? How will you delete it when finished?
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Data 
Controller

Make decisions

Collect personal data

Consider: what categories of data subject are you likely to process personal 
data about in your capacity as an elected representative? 



Data Subject 
Rights 

Data Protection 
Principles 

GDPR IN ESSENCE

Data Controller/
Processor
Obligations  



1 
Fair, 

Transparent, 
Lawful

2
Limit 

Purpose

3
Minimise 

Data
4

Accuracy, 
Quality

5 
Retention

6 
Security,

Confidentiality

7 Accountability and Liability



SEVEN PRINCIPLES SUMMARISED
1 Fair and Transparent 
processing

Tell the data subject what you’re doing
Use the data only for lawful purposes
Fulfil a lawful processing condition (ordinary and special categories)

2 Purpose Limitation Use the data for the purpose for which it was collected and not for any other
purpose NB canvassing and representations.

3 Minimisation Process as little data as necessary – avoid excessive data collection

4 Accuracy and Quality Keep the data accurate and up to date

5 Retention Keep the data only for as long as you need it and delete it when no longer
required

6 Security and 
Confidentiality

Keep the data safe and maintain confidentiality

7 Liability/
Accountability

Understand and carry out your obligations as a data controller, processor.
Be able to demonstrate compliance.

CHALLENGE THE USE OF THE DATA 



Data Protection 
Principles 

GDPR IN ESSENCE
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Obligations  



GOVERNANCE - DATA CONTROLLER PRIORITIES

1. Understand your data and what it will be used for 

2. Maintain Register of Processing Activity 

Personal Data:  Who, what, where, why, when and how

3. Prepare privacy notice(s)

4. Keep the data secure

5. Record and notify data breaches

6. Understand Data Subject Rights and have a process to handle requests



1. UNDERSTAND DATA AND WHAT IT WILL BE USED FOR

 What personal data do I have? (Canvassing lists, volunteer lists, client files etc.)

 What am I using it for?

 How did I obtain it? 

 How do I keep it up to date?

 How long will I keep it? 

 How secure is it? (encryption and accessibility)

 Who might I share it with and why?



2. MAINTAIN REGISTER OF PROCESSING ACTIVITY
 The name and contact details of the Controller and, where applicable, the Joint Controller, the Controller's 

Representative and the Data Protection Officer;

 The purposes of the processing;

 A description of the categories of Data Subjects and of the categories of personal data;

 The categories of recipients to whom the personal data have been or will be disclosed including Recipients in third 
countries or international organisations;

 Where applicable, transfers of personal data to a third country or an international organisation, including the 
identification of that third country or international organisation including the documentation of appropriate safeguards;

 Where possible, the envisaged time limits for erasure of the different categories of data;

 Where possible, a general description of the technical and organisational security measures.

Business 
Unit 

Data Subject 
Categories

Data 
Categories 

DPO/
Champion

Purpose Lawful 
condition

Joint 
Controller

Data 
processing

Data 
processor 

Recipients Overseas Retention 
Period

Security



3. PREPARE PRIVACY NOTICE

 Purpose: PROVIDE ASSURANCE

 You must tell the person (data subject) : 
 Who is collecting and processing their data 

 Why it is being processed 

 Who the data might be given to 

 That they have a right to access one’s own personal data

 Who to contact in the data controller

 Any other relevant information which will make the data processing fair

 Website, representation forms, canvasser instructions – whatever is the most effective way 
to reach your audience

 DPC recommends specific notice in relation to representations



4. KEEP THE DATA SECURE AND CONFIDENTIAL 

 You must have appropriate security measures to protect the data under your 
control 

 The greater the risk to the data and the impact on the data subject the higher 
the standard required

Physical security: lock and key

IT security: strong passwords, encrypted laptops, no USBs, restricted access

Policies and Procedures – delegating to staff, disposal, use of email



5. RECORD AND NOTIFY DATA BREACHES
 The Controller is obliged to disclose any incident where the data is exposed to risk, even where the data may not 

have been disclosed outside the organisation or to an unauthorised individual 

 Information should be provided on the following aspects of the incident:

 A description of nature of the personal data breach; 

 The categories and approximate number of Data Subjects concerned; 

 The categories and approximate number of data records concerned;

 The name and contact details of the Data Protection Officer or other contact point where more information 
can be obtained;

 A description of the likely consequences of the personal data breach;

 A description of the measures taken or proposed to be taken by the Controller to address the personal data 
breach, including, where appropriate, to mitigate its possible adverse effects.

You must notify the DPC within 72 hours of discovering the breach. Staff need to know this and the 
culture must support timely reporting of data losses or other breaches. 



IF A BREACH OCCURS…

Assess the risk to the data subject

No Risk

Record in internal breach  
register

Review incident for lessons 
learned and apply fix

Risk

Record in internal breach 
register

Review incident for lessons 
learned and apply fix

Report to DPC within 72 
hours of becoming aware

High Risk

Record in internal breach 
register

Review incident for lessons 
learned and apply fix

Report to DPC within 72 
hours of becoming aware

Advise data subject(s)

1

2

34

5

6



REPORTING A BREACH TO DPC

1

2

34

5

6



6. RESPECT DATA SUBJECT RIGHTS

 Understand Data Subject Rights and have process to handle requests

We’ll come 
back to this 

later!
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THE RIGHTS OF DATA SUBJECTS 

The Right to Rectification

The Right to Restriction of Processing

The Right of Access

The Right to Data Portability

The Right of Erasure (The Right to be Forgotten)

The Right to Object

A 1 month response time applies to all Data Subject Rights so it is essential that:
1. All staff in receipt of data subject access requests understand these rights and the obligation to respond within 30 days and
2. You have efficient retrieval processes in place i.e. you know where the data is and who is responsible for it. 

Additional rights in relation to profiling and automated decision making



IMPORTANCE OF COMPLIANCE 



COMPLIANCE ENFORCEMENT ACTIVITY (DPC REPORT 2020) 

Statutory Enquiries: 83 (56 domestic + 27 cross border)       19%

X Border Complaints: 354         23% 

Cases: 10,151      9% (4,476 concluded)

Data Breaches: 6628 9%

DPOs: +570 total now 2,166



IRISH CASES AND FINES

Tusla - €75,000

 Investigation into three cases where information about children was wrongly disclosed to unauthorised parties
 contact and location data of a mother and child victim was disclosed to an alleged abuser

 data about children in foster care was improperly disclosed to blood relatives (x 2 cases)

Tusla – €40,000

 Unauthorised disclosure of personal data

HSE - €65,000

 Security breach - inappropriate disposal of patient files 

UCD – €70,000

 Personal data breaches - email system 

Ryanair – reprimand

 Failure to retain recording of phone call to satisfy subject access request



LOOKING FURTHER AFIELD….

€746m

€225

Online retailer – non-compliance with general DP principles 

Messaging app – insufficient fulfilment of information obligations

€50m Search engine – insufficient legal basis 

€28m Telecoms company – direct marketing - insufficient basis for processing

€15m Berlin housing association – non-compliance with general DP principles 

€2.7m National Revenue Agency – inadequate security

32 countries have issued fines to date



LOOKING FURTHER AFIELD (2)...

€400,000 Hospital failure to limit access, inadequate security

€200,000 Failure to provide transparency notices, aggregation of publicly available data 

€160,000 Taxi company – retention of data for longer than necessary

€35,000 Political party database accessible on hacker forum – poor security

€20,000 Hackers stole 330,000 email addresses – kept in plain text

€4,800 Use of CCTV deemed excessive, no notices in place



https://www.enforcementtracker.com/

Cumulative fines (value) Cumulative fines (number) 
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DPC GUIDANCE FOR ELECTED MEMBERS



OFFICE MANAGEMENT BEST PRACTICE

 What personal data do I have? (Canvassing lists, volunteer lists, client files etc.)

 What am I using it for?

 How did I obtain it? 

 How do I keep it up to date?

 How long will I keep it? 

 How secure is it? (encryption and accessibility)

 Who might I share it with and why?



DPC RECOMMENDATIONS

 Have a privacy notice (and a specific notice for representations) 

 Don’t assume that some one who makes a request for a representation automatically wishes to have their data 
used for canvassing (purpose limitation principle) 

 Focus on keeping personal data accurate and up to date

 Process data only for as long as it is needed for the purpose of the request

 Keep the data secure incl. limiting access to only those who need it



POLITICAL CAMPAIGNING - S. 39 DATA PROTECTION ACT 
2018
(1) A specified person may, in the course of that person’s electoral activities in the State, use the

personal data of a data subject for the purpose of communicating in writing (including
by way of newsletter or circular) with the data subject.

(2) Communicating in accordance with subsection (1) shall, for the purposes of Article 6(1)(e), be
considered to be the performance of a task carried out in the public interest.

(3) In this section, “specified person” means— (a) a political party, (b) a member of either House of the
Oireachtas, the European Parliament or a local authority, or (c) a candidate for election to the
office of President of Ireland or for membership of either House of the Oireachtas, the European
Parliament or a local authority.

(4) In this section and in sections 48, 58 and 59, “electoral activities” includes the dissemination of
information, including information as to a person’s activities and policies, that might reasonably be
of interest to electors.

You don’t need consent to compile a list of constituents and write to them for electoral
purposes.



DPC GUIDANCE FOR ELECTED MEMBERS



MAKING REPRESENTATIONS – S. 40 DPA 2018

40. (1) For the purpose of enabling an elected representative to perform his or her functions as such a representative, the 
processing of personal data and special categories of personal data of a data subject by or on behalf of that representative 
shall be lawful where he or she receives a request or representation from the data subject or where, in 
accordance with subsection (2), he or she receives a request or representation from another person on 
behalf of the data subject. 
(2) A person may make a request or representation on behalf of a data subject where the data subject— (a) has 
given his or her consent to the making of the request or representation, as the case may be, or (b) is, by reason of his or 
her physical or mental incapacity or age, unable to make a request or representation on his or her own behalf. 

(3) In processing special categories of personal data under subsection (1), an elected representative shall impose 
limitations on access to that data to prevent unauthorised consultation, alteration, disclosure or erasure of that data. 

(4) For the purpose referred to in subsection (1) and to the extent that disclosure is necessary and proportionate to enable 
an elected representative to deal with a request or representation referred to in that subsection, subject to suitable and 
specific measures being taken to safeguard the fundamental rights and freedoms of the data subject, it shall be lawful for a 
person to disclose to the representative or a person acting on his or her behalf personal data and special 
categories of personal data of a data subject who makes the request or representation, or on whose behalf 
the request or representation is made, as the case may be, to enable that representative respond to that 
request or representation. 
(5) In this section, “elected representative” means— (a) a member of either House of the Oireachtas, (b) a member of the 
European Parliament, (c) a member of a local authority



IN SUMMARY

 A request for a representation provides the lawful basis for processing personal data

 Representations can be made on behalf of someone else e.g. an elderly parent

 Special care has to be taken to protect special category e.g. health data

 Local authority staff can release information in response to a representation

Principal concern of LA’s seems to be not to disclose information against wishes of 
data subject.



LGMA GUIDANCE (AILG CONSULTED) 

Guidance on the processing of personal data in the context of making representations 
is intended to: 

 support the representational role of the Elected Representative and enhance services 
to his/her constituents.

 protect constituents’ (data subjects) rights in the management of their personal data 
in representations;

 assist Elected Representatives and Council officials in discharging their responsibilities 
under the Data Protection Act 2018 (the Act) and the GDPR when managing 
representations made on behalf of constituents.



KEY PRINCIPLES

 the Elected Representative has a legal basis for processing personal and special category data ……….
where the representative has been asked to make representations by the constituent or a third party on
his/her behalf.

 an Elected Representative will need to be satisfied that they are, at all times, acting upon a request from the
constituent/data subject. In many instances, the permission of the individual can be implied from a
relevant action or request. For example, the raising of the matter by an individual will create an
expectation that his/her personal data will be further processed by the Elected Representative and by the
Council.

 where the Council determines that it will be necessary to disclose personal data or special category data
over and above what has already been supplied by the constituent via the Elected Representative in the
reply, the Elected Representative must make the request in writing using the required representational
form.

 if the Council is of the firm opinion that the constituent is unaware of the submission/ representation being
made on his/her behalf, the Elected Representative will be asked to demonstrate that the constituent has
consented to this data disclosure before personal data is provided to the Elected Representative.



Representations 

Ordinary Personal Data 

On own behalf 
3.1

Form 1

On behalf of 3rd party
3.2

Form 1 + Get consent

Special Category Data

On own behalf
3.3 

Form 2

On behalf of 3rd party
3.4

Form 2 + Get consent



PROCESS FOR RECEIVING AND RESPONDING TO 
REPRESENTATIONS

3.1 Representations requiring the disclosure of personal data (non-sensitive data) in reply

 Representations involving the disclosure of personal (non-sensitive) data must be made in writing.
There are three means by which such a representation may be made:

 (i) The Elected Representative may complete, sign and submit the details of the representation from
the constituent using the Representation Form (Personal Data) detailed in Appendix 1, or

 (ii) The Elected Representative may sign the Representation Form (Personal Data) detailed in
Appendix 1, attach a written representation received from the subject and submit both to the Council
or

 (iii) The Elected Representative may make a representation by attaching the appropriate
Representation Form detailed in Appendix 1 to an email or submitting the form via a contact
management system according to the agreed local procedure.

 NB: The Elected Representative does not need the signature of the constituent/data subject in order
to submit the representation.



3.2 Requests for representations by a Third Party (on the constituent’s
behalf) requiring the disclosure of personal data (non-sensitive data) in
reply

 Where a request for a representation is by a third party on behalf of the constituent
(for example on behalf of an elderly person by a family member), either the
email/letter or the Representation Form must be accompanied by either the
written consent of the constituent/data subject or, where this is not
possible, a written explanation (with supporting documentation3) why
consent cannot be given and how the representation is in the interests of the
constituent.



3.3 Representations requiring the disclosure of special category/sensitive personal
data
 ……additional controls be applied in case of processing of special or sensitive category

special data4. It is generally envisaged that provision of special category or sensitive personal data
should not be required for the purposes of responding to a representation. However, where it is
absolutely necessary the data should be the minimum required to and the process should be
as follows:

 The Representation Form detailed in Appendix 2 should be signed by the Elected
Representative and by the constituent, giving consent for release of said data to the Elected
Representative. Given the nature of such data, use of the Representation Form is the only
means by which the Council can provide data to the elected representative. As outlined in
3.1 above the Elected Representative may make a representation by attaching the
Representation Form detailed in Appendix 2 to an email or submitting the form via a contact
management system according to the agreed local procedure.



3.4Requests for representations by a Third Party (on the constituent’s
behalf) requiring the release of special or sensitive data in reply

 Where a request for a representation is by a third party on behalf of the constituent
(for example on behalf of an elderly person by a family member), the email/letter or
the Representation Form must be accompanied by either the written consent of the
constituent or where this is not possible, a written explanation (with supporting
documentation) why consent cannot be given and how the representation is in the
interests of the subject;4
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CONCLUSIONS
 The purpose of GDPR is to protect our privacy by protecting our personal data. ‘Do unto

others ….’
 Elected members are DATA CONTROLLERS and in an elected position of trust. You need to

understand your obligations as outlined and must:
 Adhere to principles relating to processing of personal data

 Understand and uphold obligations as a data controller

 Uphold rights of data subjects

 The key role of elected representatives is recognised in Data Protection Act 2018 which
provides the legal basis for:
 Use of personal data for political campaigning purposes – this is in the public interest

 Processing of personal data to make representations

 Read the DPC Guidance as DPC is responsible for enforcement

 Guidance provided by LGMA but need to understand how this will work in your Council
 GDPR is here to stay!



CONTACT DETAILS 

Gerry Egan Consulting 

gerry@gerryegan.ie

086 2591409

Consulting | Training | Advice | Implementation 
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