
 
 

 

General Resources 
Best practices for politicians: www.facebook.com/gpa 
Concierge service: www.facebook.com/gpa/help 

 
Security (Instagram and Facebook Messenger) 
 
Account Compromise – How does it happen? 
 
Malicious actors typically gain access to a person’s account by using their compromised 
credentials, mainly email and password; 
 

• Phishing Scams 

• Weak password 

• Didn’t log out 
 

Phishing Scam 
 
Phishing is an online scam where someone impersonates or pretends to be a legitimate 
organization to gain sensitive information. 
 
*Remember: Facebook or Instagram will NEVER send you a private message (DM) 
 
Phishing Scams – So How do you know? 
 

 
 

  

http://www.facebook.com/gpa
http://www.facebook.com/gpa/help


 
Account Compromised 
 

If you think your account may have been compromised but you can still log into your 
account.. 

 

 
 
 
2 Factor Authentication 
 
 

 
 
 
 



 
Safety 
 
Harassment 
 
Meta’s bullying and harassment policies are designed to protect people from abuse but they 
do permit open and critical discussion of people who are featured in the news or have a 
large public audience based on their profession or chosen activities. 
Behaviour that falls within the category of harassment includes; 
 

• Repeated unwanted interactions 

• Death threats 

• Revenge Porn 

• Hate Speech 

• Doxxing - Doxxing is a form of cyberbullying that uses sensitive or secret 

information, statements, or records for the harassment, exposure, financial 
harm, or other exploitation of targeted individuals. 

 

Instagram - How to manage what people can say to you. 
 

 
 
Manage Interactions with People in Bulk 
 

 
  



 
Manage How people can contact you 

 

 
Manage Potentially Abusive Content 

 

 
Manage How People Can Contact You 
 

 



 
Manage People’s Comments 
 

 
 
Manage Who Can Interact with You 
 

 

  



 
Facebook - Bullying and Harassment 
 
Comment moderation automatically filters the words you add to it. You can create a list of 
all the words you don’t want to see. 
 

Manage what people can say to me 
 

 
 

Receiving comments you don’t like or want to take action about? Facebook provides a 
number of tools to help with abuse. 
 
 

Manage who can interact with me 
 
 

 
  



 

 
Manage my time on moderating 
 
 

 
 

Manage potentially abusive content 
 

 
 

Verification 
 

 
 
 



 
 
 

Additional resources 
 

 How to hide comments or message requests that you don't want to see on 

Instagram: https://help.instagram.com/700284123459336  

 How to moderate your Facebook Page: 

https://www.facebook.com/formedia/blog/moderating-your-facebook-page 

 Reporting content on Facebook: 

https://www.facebook.com/help/1380418588640631  

 Reporting content on Instagram: https://help.instagram.com/2922067214679225 

 Safety Centre: https://www.facebook.com/safety/ 

 

Blue-tick verification 

On Facebook: https://www.facebook.com/help/1288173394636262  

On Instagram: https://help.instagram.com/398038890351915 

 

Ads 

Ads policies: https://www.facebook.com/policies_center/ads 

Requirements for ads about Elections or Politics here 

Setting up a campaign here 

About boosted posts: here 

 

Content Policies  

Community Standards: https://transparency.fb.com/en-gb/policies/ 

Policy Enforcement: https://transparency.fb.com/en-gb/enforcement/ 
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